International Journal of Scientific Research and Management (IJSRM)
|[Volume||12||Issuel||12||Pages|[8132-8140||2024||

Website: https://ijsrm.net ISSN (e): 2321-3418

DOI: 10.18535/ijsrm/v12i12.em11

Integration of Big Data Technology in Risk Management Strategies
in the Banking Sector: A Systematic Literature Review
Nurul Hidayati Indra Ningsih*, Sudarta?, Syaharuddin®, Nur Fitri Hidayanti’

'Department of Retail Management, Universitas Muhammadiyah Mataram, Indonesia
2Department of Business Administration Science, Universitas Muhammadiyah Mataram, Indonesia
3Department of Mathematics Education, Universitas Muhammadiyah Mataram, Indonesia
*Department of Sharia Economics, Universitas Muhammadiyah Mataram, Indonesia

Abstract:

This research explores the integration of Big Data technologies in risk management strategies within the
banking sector through a systematic literature review. The study identifies the key methods and
frameworks that enhance the ability of financial institutions to predict and mitigate risks more effectively.
By leveraging predictive analytics, particularly with Machine Learning (ML) and Internet of Things (loT)
data, banks can anticipate potential risks with greater precision, improving decision-making speed and
accuracy. The review highlights the significant benefits of Big Data, including reductions in financial
losses, enhanced risk prediction accuracy, and improved operational efficiency. Case studies demonstrate
how these technologies have contributed to more resilient and proactive risk management practices.
However, challenges related to data privacy, cybersecurity, and infrastructure costs persist. This research
provides insights into the transformative impact of Big Data on risk management in banking, while also
suggesting directions for future research to overcome existing barriers and optimize integration. The
findings underscore the importance of a strategic approach to Big Data implementation, which could lead
to more robust risk management systems and greater financial stability in the banking sector.
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1. Introduction

Big Data technology has developed rapidly in recent decades, exerting a significant impact across various
industries, including banking (“Big Data at Work: Dispelling the Myths, Uncovering the Opportunities,”
2014). Today, Big Data has become a strategic asset that enables organizations to enhance decision-making
quality through comprehensive and predictive data analysis (Shamim et al., 2019). With the increasing
volume, velocity, and variety of data, organizations can gain deeper insights, detect patterns, and respond
more quickly and accurately to changes. In the banking sector, data plays an increasingly crucial role,
especially in supporting risk management (Dicuonzo et al., 2019). Through the integration of Big Data
technology, financial institutions can predict and control various types of risks, such as credit, operational,
and market risks, with greater accuracy and efficiency.

The banking sector faces complexity and high risks, including credit, market, liquidity, and operational risks,
all of which are continuously evolving (Blundell-Wignall et al., 2014). Each of these risks requires careful
attention as they can have significant impacts on the stability and performance of financial institutions. In
addressing these challenges, more advanced and measurable approaches are needed to manage risks
effectively and responsively. Traditional risk management approaches are becoming increasingly limited,
especially with the rapid changes in the business environment and high economic uncertainty (Zio, 2018).
Several case studies have shown that banking institutions unprepared for risk face substantial financial losses
and a decline in trust from customers and stakeholders (Naveenan & Suresh, 2023).

Big Data introduces new methodologies in risk management by facilitating deeper and more predictive
analyses. One such application is predictive analytics, which enhances the accuracy of risk prediction. In the
banking sector, data sourced from various channels can uncover hidden patterns, thereby reducing potential
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losses (Chang et al., 2020). Big Data-based risk modeling also enables a better understanding of various
risks, ranging from financial to operational, with efficiency in risk identification improving by up to 30%
compared to traditional methods (Compagnone, 2020). Additionally, the insurance sector leverages Big Data
to reduce claim costs and expedite risk analysis processes (Ozminkowski et al., 2015). Technologies like
artificial intelligence (Al) also play a critical role in anomaly detection, providing early warnings of potential
risks, which allows for more proactive risk management.

The adoption of Big Data technology in the banking sector has progressed significantly, driven by the
increasing complexity and volume of data that needs to be managed. In recent years, both global and national
banking institutions have leveraged Big Data to enhance operational efficiency and improve customer
services. In Indonesia, for example, this technology enables banks to offer more personalized services by
utilizing transaction data to predict future customer needs and preferences (Jameaba, 2020). On a global
scale, Big Data adoption has been shown to significantly increase a bank’s ability to attract new customers,
with banks utilizing Big Data analytics being 23 times more likely to gain new customers compared to those
that do not. Additionally, major banks in Europe and Asia have incorporated Big Data into their marketing
strategies, focusing on the real-time collection and analysis of customer data to boost customer satisfaction
and loyalty (Ke & Wel, 2024). While challenges such as data security and the misalignment of technological
investments with business strategies persist, platforms like Vision Analytics provide end-to-end solutions
that effectively address these issues by leveraging artificial intelligence (Al) for efficient data processing and
analysis (Richard & Mccann, 2023). Furthermore, Big Data technology plays a vital role in risk
management, with fraud detection systems safeguarding banks from the growing threat of cyberattacks
(Samuel et al., 2023).

The integration of Big Data in the banking sector offers significant potential to enhance operational
efficiency and data-driven decision-making. However, several substantial challenges emerge due to various
technical and practical constraints. Data security and privacy issues are among the foremost concerns, with
approximately 45% of banks struggling to protect sensitive data and maintain customer trust in their digital
platforms (Sari et al., 2020). Furthermore, research by Wang et al. (2019) reveals that 38% of banks in
developing countries identify infrastructure limitations as the primary barrier to the efficient processing and
storage of Big Data. In addition, Choudhury & Agarwal (2021) report that around 30% of financial
institutions face difficulties in finding skilled personnel with the necessary analytical capabilities to
effectively manage and leverage Big Data. Another risk to consider is the potential for errors in data analysis
and interpretation, which could adversely affect strategic decisions; more than 25% of Big Data-based
decisions are found to be inaccurate due to the limited analytical skills among managers (Brown et al.,
2024).

Previous research on the integration of Big Data in risk management within the banking sector highlights
that this technology significantly enhances the effectiveness of risk identification and mitigation. Most
studies employ quantitative methods, utilizing Big Data analytics to assess its impact on risk-related
decision-making, with predictive analysis approaches enabling the forecasting of potential future risks
(Haldibekova, 2022). Key findings from (Ali et al., 2021) reveal that 72% of banks using Big Data for risk
management have improved accuracy in fraud detection and credit analysis. Another study by Hernawati et
al. (2021) indicates that 65% of banks in Southeast Asia that incorporated Big Data into risk management
experienced a substantial reduction in non-performing loans. Additionally, Nuryati et al. (2023) applied
machine learning models in market risk evaluation, resulting in an improvement in the speed of market risk-
related decision-making. Meanwhile, the study Shinta Dewi & Dewayanto (2024) reported that financial
institutions that adopted Big Data experienced increased effectiveness in managing operational risk,
especially in reducing losses caused by human error.

The adoption of Big Data technology in the banking sector has proven to enhance operational efficiency and
risk management; however, several gaps need to be addressed in its integration, particularly within the
context of risk management strategies. Although Big Data improves accuracy in fraud detection, credit
analysis, and operational risk management, significant challenges such as data security concerns,
infrastructure limitations, and a lack of skilled personnel with adequate analytical capabilities remain key
barriers. These gaps are especially evident in developing countries, where many banks struggle to handle
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large volumes of data efficiently. Additionally, the lack of analytical skills among managers leads to
potential errors in data analysis, which could negatively impact strategic decision-making. Therefore, the
objective of this study is to identify and further investigate these gaps, with a focus on how Big Data
technology can be more effectively integrated into risk management strategies in the banking sector.
Through a systematic literature review, this research aims to provide a comprehensive understanding of the
factors influencing the implementation of Big Data in risk management and to propose solutions that can
address these challenges, ultimately enhancing the effectiveness of risk management and strengthening the
overall banking system.

2. Method

This study focuses on the utilization of Big Data technology within risk management strategies in the
banking sector, aiming to gain deeper insights into effective integration methods. Adopting a Systematic
Literature Review (SLR) approach, the research seeks to identify knowledge gaps and potential
advancements within this area. The research process begins with problem formulation, where the primary
issues surrounding Big Data implementation in banking risk management are identified. Following this,
inclusion and exclusion criteria are established to ensure the quality and relevance of the analyzed studies.
The inclusion criteria encompass articles directly related to Big Data integration in risk management,
available in English or Indonesian, and published between 2014 and 2024. Exclusion criteria cover studies
that are irrelevant, non-academic, or lack empirical data.

The next step involves a literature search using databases such as Scopus, DOAJ, and Google Scholar,
employing keywords like “Big Data,” “Risk Management,” “Banking Sector,” and “Data Integration.”
Selected articles are further refined to eliminate irrelevant results. During data extraction, key information
from each chosen study is gathered, including methodology, research findings, and instances of Big Data
applications in banking. The collected data undergoes analysis and synthesis to derive an in-depth
understanding of trends and challenges in Big Data adoption for risk management. The final outcome
presents conclusions with practical recommendations for optimizing Big Data integration within banking
risk management strategies.

> >
EMME I e Literature Search
> > >
Data Selection & Analysis & Drawing Conclusions
Data Extraction Data Synthesis & Recommendation

Figure 1. Research Implementation Flow

3. Results and Discussion

3.1 Big Data has been applied in risk management strategies in the banking sector

The Big Data approach has become integral to risk management in the banking sector, particularly through
predictive analytics, which enhances the identification and management of financial risks. By analyzing vast
data sets, Big Data strengthens risk mitigation systems, leading to better-informed decision-making and
increased resilience to potential threats. Predictive analysis applies algorithms to historical data to identify
patterns that can forecast future risks. Techniques such as Particle Swarm Optimization (PSO) and
Backpropagation Neural Networks (BP) have shown notable improvements in predicting default behavior
within financial contexts. Furthermore, integrating 10T data has enhanced the accuracy of risk assessments,
allowing for real-time monitoring and intervention (Zhou et al., 2019). Big Data analytics also improves the
efficiency of risk management infrastructures by offering comprehensive insights into risk factors (Singh,
2022). The capacity to process large volumes of heterogeneous data enables proactive risk management,
protecting corporate assets and minimizing unexpected losses (Dicuonzo et al., 2019). Successful case
studies highlight that banks utilizing Big Data have improved their risk prediction capabilities, contributing
to more effective preventive strategies (Y. Li, 2019).
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The application of Big Data in financial risk management has progressed considerably, particularly through
the use of predictive analytics to enhance the identification and management of financial risks. One
frequently employed technique is Machine Learning (ML), which enables financial institutions to analyze
vast datasets and identify risk patterns that were previously challenging to detect (Mashrur et al., 2020). For
instance, studies examining ML models for credit risk prediction have highlighted the effectiveness of
techniques like Boosted Trees, achieving high accuracy with an Area Under Curve (AUC) score of up to
92% in certain scenarios (Noriega et al., 2023). Predictive analytics powered by Big Data allows banks to
improve risk mitigation by leveraging consumer behavior data, including demographic profiles and payment
patterns, to better anticipate credit defaults (States, 2022). Furthermore, a survey of the European banking
sector revealed that the adoption of Big Data in risk mitigation reduced annual losses by as much as 25%
(Brock & Lee, 2022). By implementing advanced algorithms such as logistic regression and deep learning,
banks have significantly bolstered their resilience to sudden economic fluctuations, enhancing their risk
prediction accuracy (Wilhelmina et al., 2024).

The integration of Big Data in banking risk management revolutionizes how risks are identified, assessed,
and mitigated by enabling the analysis of large, diverse datasets to uncover patterns undetectable through
traditional methods. Predictive analytics and advanced techniques, such as Machine Learning algorithms,
enhance the accuracy of risk forecasts, shifting risk management from a reactive to a proactive approach.
This leads to more informed decision-making and reduces unexpected financial losses. However, these
technologies also present challenges, including the need for skilled personnel to manage complex algorithms
and the risk of unforeseen external factors impacting financial outcomes, which may limit the full potential
of Big Data, particularly for smaller institutions with constrained resources.

3.2 Key Challenges in Big Data Integration for Risk Management In The Banking Sector

The implementation of Big Data in banking for risk management faces several technical challenges,
particularly concerning data privacy, security issues, and significant infrastructure costs. Banks must adhere
to strict data privacy regulations, which complicates the integration of Big Data solutions. Moreover, the
increasing volume of data processed raises the risk of data breaches, necessitating robust security measures
that can be both costly and complex to implement (Lackovi¢ et al., 2020). Additionally, many banks operate
with outdated IT infrastructures that are incompatible with advanced Big Data technologies, leading to
inefficiencies (Qian & Liu, 2020). The financial burden of upgrading systems to support Big Data analysis
can be a barrier, especially for smaller institutions (Maroufkhani et al., 2020).

Banking institutions encounter several technical hurdles when adopting Big Data for risk management. A
significant challenge is ensuring data privacy and security. The extensive volumes of sensitive data
processed by banks expose them to risks like cyberattacks and data breaches, endangering both the
institutions and their customers (Sharma & Barua, 2023). These issues are further complicated by stringent
data protection regulations across various jurisdictions, making Big Data adoption more complex (Minssen
et al., 2020). Additionally, the high costs associated with building and maintaining Big Data infrastructure,
coupled with a shortage of skilled professionals who can effectively analyze large datasets, restrict banks'
ability to harness Big Data for risk management purposes (Khanna et al., 2022). A survey found that 54% of
banks identified high data management costs as a barrier to adoption, while 46% pointed to the lack of
skilled analysts as a key challenge (Agarwal, 2021).

The integration of Big Data in banking risk management presents both significant opportunities and
considerable challenges. On one hand, Big Data offers transformative advantages, including improved risk
prediction and greater operational efficiency, but on the other hand, technical and financial barriers can
hinder its full adoption. Compliance with data privacy regulations adds complexity, often limiting the
amount of data that banks can legally use. Upgrading IT infrastructure and implementing advanced security
measures also require substantial investments, which can be particularly burdensome for smaller institutions.
Additionally, a shortage of skilled professionals with the expertise to manage and interpret Big Data
exacerbates these challenges, leaving some banks unable to maximize the technology’s benefits. Addressing
these challenges requires a multifaceted, strategic approach that balances technical upgrades, regulatory
compliance, and the development of a skilled workforce, to fully leverage Big Data’s potential in mitigating
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financial risks.

3.3 Impact Or Benefits Of Big Data Integration On Banking Risk Management

The integration of Big Data into banking risk management has revolutionized the ability of financial
institutions to assess and mitigate risks effectively. By leveraging large, diverse datasets, banks can enhance
the accuracy of risk evaluations and optimize decision-making processes. Big Data analytics processes vast
amounts of heterogeneous data, significantly improving risk assessment models (Xiaoli & Nong, 2021).
Advanced algorithms, particularly those analyzing real-time data from loT devices, further bolster credit risk
management by predicting default behaviors with greater precision (Wirawan, 2023). Additionally, the
interactive nature of information flow in Big Data-driven systems supports more dynamic and timely
decision-making, enhancing the overall responsiveness of risk management frameworks (T. Li et al., 2017).
Comprehensive risk management platforms utilizing Big Data architectures demonstrate improved data
analysis capabilities and superior performance in risk evaluation tasks. Moreover, operational efficiency is
markedly improved through streamlined processes enabled by Big Data technologies, which reduce
unexpected losses and enhance service delivery (Augusta et al., 2024). Hybrid data processing engines and
advanced databases play a critical role in supporting real-time risk management by accelerating data analysis
and decision-making workflows (Ma et al., 2018).

The integration of Big Data in banking risk management has significantly enhanced predictive accuracy,
real-time monitoring, and decision-making processes. By analyzing vast and diverse datasets, including
customer behavior and external factors, banks can proactively identify risks, thereby strengthening
operational resilience and fostering customer trust (Putra et al., 2022). Advanced machine learning
algorithms enable sophisticated evaluations of creditworthiness and operational risks, facilitating early
detection of potential financial threats (Kasiewicz, 2017). Moreover, continuous monitoring powered by Big
Data allows institutions to respond dynamically to fraud and shifts in market sentiment, ensuring timely risk
management adjustments (Cantarelli et al., 2018). The integration of 10T data with Al further enhances the
detection of anomalies, improving overall risk management effectiveness (Gudala et al., 2019). Access to
unstructured data contributes to more informed decision-making, particularly in assessing credit risk and
monitoring portfolio health (Kasiewicz, 2017). Additionally, predictive algorithms offer strategic insights,
helping banks navigate economic fluctuations and adhere to evolving regulatory requirements (Rofi’i, 2023).
One of the key benefits of Big Data lies in its ability to shift risk management approaches from reactive to
proactive. By leveraging real-time analytics, financial institutions can swiftly identify and address potential
risks, such as credit defaults and fraudulent activities. This capability enhances operational efficiency,
enabling more informed and data-driven decision-making. However, the implementation of Big Data is not
without its challenges. The technological complexity, demand for specialized expertise, and significant
infrastructure costs pose substantial barriers, particularly for smaller financial institutions. Nevertheless,
organizations that successfully navigate these obstacles can gain a competitive edge, minimizing unforeseen
losses and bolstering customer confidence through improved asset protection and system reliability.

Table 1. Development of Research Variables
Year Interval Key Research Variables
2014 - Optimization of Halal Tourism Routes
- Backpropagation Neural Networks (BP)
- Particle Swarm Optimization (PSO)
2015-2016 - Machine Learning (ML) for Credit Risk Prediction
- Boosted Trees Algorithm
- Annual Loss Reduction
2017-2018 - Internet of Things (10T) in Credit Risk
- Predictive Analytics for Operational Risks
- Deep Learning for Improved Prediction Accuracy
2019-2020 - Infrastructure Upgrades for Big Data in Banking
- Data Privacy and Security
- Real-Time Analytics for Risk Management
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2021-2022 - Big Data-Driven Risk Management
- Unstructured Data Analysis
- Advanced Algorithms for Risk Evaluation
2023-2024 - Anomaly Detection with Al and loT
- Economic Fluctuation Navigation Strategies
- Operational Efficiency in Risk Management

Table 1 provides an overview of the development of Big Data applications in banking risk management
across various periods. Between 2014 and 2016, initial progress centered on enhancing computational
methods like backpropagation neural networks (BP) and particle swarm optimization (PSO), while
introducing machine learning (ML) for more accurate credit risk predictions. This foundational work set the
stage for improving prediction models, leading to a reduction in annual losses and refining overall risk
management practices. In the following years, from 2017 to 2018, the focus expanded to incorporating
advanced technologies such as the Internet of Things (IoT) to monitor credit risk, alongside the use of
predictive analytics to manage operational risks. The adoption of deep learning techniques further refined the
accuracy of risk predictions, reflecting a growing reliance on cutting-edge data processing tools to tackle
increasingly complex financial risks.

From 2019 to 2024, attention shifted towards improving the infrastructure necessary to support Big Data
processing, particularly in real-time analytics for risk management. During this period, research also focused
on addressing critical issues like data privacy and cybersecurity while exploring the potential of unstructured
data and advanced algorithms in risk evaluation. By 2023-2024, the application of anomaly detection,
powered by artificial intelligence (Al) and 10T, emerged as a key strategy for navigating economic volatility
and enhancing operational efficiency. This ongoing evolution highlights the rising complexity and
sophistication of Big Data applications in banking, emphasizing the sector’s increasing dependence on Al,
0T, and predictive models for more effective risk management, alongside challenges such as data security
and infrastructure costs.

4. Conclusion and Suggestions

The incorporation of Big Data in the banking sector has significantly enhanced financial institutions' ability
to forecast and manage risks, resulting in more proactive and resilient risk management strategies. Through
the use of predictive analytics, particularly with Machine Learning (ML) and the integration of Internet of
Things (loT) data, banks can now anticipate risks with greater accuracy, enabling faster response times. This
has led to notable improvements, including the reduction of financial losses and enhanced risk prediction
accuracy, as demonstrated in various case studies. Additionally, Big Data has improved operational
efficiency within banks, facilitating quicker and more informed decision-making processes. However,
several challenges persist, such as the need for highly skilled personnel and the considerable financial
investment required for necessary infrastructure upgrades and cybersecurity measures. Furthermore, the need
for compliance with stringent data privacy regulations adds an additional layer of complexity to the
integration of Big Data technologies.

Despite the considerable advancements, there remain gaps in existing research, particularly regarding the
long-term effects of Big Data integration in banking and the barriers posed by regulatory compliance and
workforce limitations. Future studies should focus on developing scalable, cost-effective solutions that can
address these challenges. Further research is also needed into how Big Data can be integrated with traditional
risk management models, particularly in smaller institutions with limited resources. Exploring this area of
research is crucial to ensure that the benefits of Big Data are accessible to a broader spectrum of financial
institutions, thereby contributing to greater financial stability. An urgent and pertinent research topic could
be: "Designing Scalable Big Data Solutions for Small and Medium-Sized Banks: Overcoming Infrastructure,
Security, and Talent Shortage Challenges.” This type of research would be instrumental in ensuring that the
benefits of Big Data can be leveraged across the entire banking sector, enhancing global financial stability.
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