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Abstract:

Information security culture is very important for any organization, especially in the public sector, where
sensitive information is regularly processed and stored. This importance has become more pronounced in
recent years because the frequency and sophistication of cyber-attacks have increased, highlighting the
need for effective information security measures such as control policies including access controls,
password regulations. However, the success of these measures depends on the development of a strong
information security culture within the organization. This study thus aimed to establish the organizational
factors influencing information security culture in the organization dealing with economic crime in Kenya.
The study focused on information security control, organization structure and organizational culture and
how they influence information security culture. The study was underpinned on Security Culture
Framework, CIA triad model, structural contingency theory and organizational culture theory. Descriptive
research design was adopted. The study targeted 5729 employees in the Economic crimes investigative
organizations in Kenya. Stratified random sampling approach was used to classify the sample frame.
Simple random sampling technique was utilized to select respondents from each stratum to come up with a
sample size of 361 respondents. Data was gathered from the five organizations located in Nairobi County,
using self-administered questionnaires. The questionnaires were distributed through a drop and pick-up
method, wherein the researcher personally delivered them to the respondents at their workplace. The study
produced quantitative data that was coded and entered into Statistical Packages for Social Scientists (SPSS
Version 26) for analysis, using both descriptive and inferential statistics. The quantitative data was
presented using tables and graphs, with accompanying explanations in prose. The study concludes that
information security control has a positive and significant effect on information security culture in five
selected state-owned organizations dealing with economic crime in Kenya. In addition, the study concludes
that organization structure has a positive and significant effect on information security culture in five-
selected state-owned organization dealing with economic crime in Kenya. Further, the study concludes that
organizational culture has a positive and significant effect on information security culture in five-selected
state-owned organization dealing with economic crime in Kenya. Based on the study findings, the study
recommends that the management of state-owned organization dealing with economic crime in Kenya
should establish a dedicated and well-defined information security governance structure. This involves
creating a specialized information security department or team that reports directly to top management,
ensuring that information security is prioritized at the highest organizational level.

Keywords: Information security culture, information security control, organization structure and
organizational culture.

1. Introduction
1.1. Background of the Study
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Information technology has brought about massive opportunities for organizations across the world.
Information assets for instance can now be shared across boundaries in a faster and more efficient manner
using information technology (Alzahrani & Kavita, 2021). However, the use of information technology
systems has also made information security breaches easier. An occurrence of information security breaches
arises when there is inadequate protection of information, enabling unauthorized individuals to gain access
to it. Such breaches can have significant ramifications. In the context of organizations, a breach typically
results in substantial financial setbacks, expensive legal battles, harm to reputation, and in severe instances,
loss of business opportunities (Astakhova, 2020). The primary objective of information security is to
safeguard the confidentiality, integrity, and availability of the information infrastructure. It involves ensuring
that information is protected from both unintentional and intentional misuse. Thus to ensure that
organisations survive, it is important that they safeguard their information assets from these information
security threats by creating a protective information security culture (Gyllensten & Torner, 2021).
Information security culture refers to a system of security-focused norms, values, attitudes, and assumptions
that are embedded in the regular functioning of an organization and are manifested through the conduct and
actions of all individuals and entities associated with the organization (da Veiga, Astakhova, Botha, &
Herselman, 2020), (Chopra & Chaudhary, 2020). According to da Veiga et al., (2020), information security
culture is a combination of perceptions, attitudes, values, assumptions, and knowledge that guide employees
in exhibiting appropriate information security behaviour. The ultimate objective of developing a strong
information security culture is to manage and minimize information security risks to safeguard the
organization's information assets and accomplish its overall objectives (Bednar & Welch, 2020).

A strong information security culture is essential for effectively implementing and maintaining the principles
of the Information Security Triangle, confidentiality, integrity, and availability (CIA) (Tenzin, 2021).
Confidentiality refers to the protection of sensitive information from unauthorized disclosure. A strong
security culture emphasizes the importance of confidentiality by establishing policies and procedures to
control access to sensitive information, such as passwords, personal information, and trade secrets.
Employees should be trained on the importance of keeping confidential information confidential and be held
accountable for any breaches of confidentiality.

Integrity on the other hand refers to the protection of information from unauthorized modification or deletion
(Assefa & Tensaye, 2021). A strong security culture emphasizes the importance of data integrity by ensuring
that data is accurate and reliable, and that it has not been tampered with or altered in any way. This can be
achieved through the implementation of access controls, data backup and recovery procedures, and data
validation processes. da Veiga, Astakhova, Botha, and Herselman (2020) averred that employees should be
trained on the importance of maintaining data integrity and be held accountable for any breaches of integrity.
Availability refers to the ability to access information when it is needed. A strong security culture
emphasizes the importance of availability by ensuring that critical systems and data are available when they
are needed (Chopra & Chaudhary, 2020). This can be achieved through the implementation of redundancy,
backup and recovery procedures, and disaster recovery plans. Employees should be trained on the
importance of maintaining system availability and be held accountable for any breaches of availability.
Organizations can thus build a culture that prioritizes information security and minimizes the risk of security
breaches by emphasizing the importance of each of these domains and implementing appropriate policies,
procedures, and training (Chopra & Chaudhary, 2020).

To enhance information security culture, it is crucial to identify the factors that influence it. Several authors
have explored these factors with varying findings. In in Saudi Arabia, AlGhamdi, Win and Vlahu-
Gjorgievska (2021) explored employees' intentions toward complying with information security controls in
public organisations. They identified the severity of punishment and certainty of detection as some of the
factors that influence employees' intentions toward complying with information security controls. In USA,
Carver (2020) proposed a framework for how organisations may attend to key factors influencing
organisational culture to facilitate and nurture a well-prepared information security culture. He opined that
by defining the meaning of organisational culture and understanding what a desirable culture should include,
businesses can enhance their ability to identify issues, create remedies, and foster more positive
environments. According to Carver (2020) the cultural alignment of the organization sets the standards for
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appropriate system and leadership behaviors that are necessary to successfully execute the enterprise's
strategy. As a result, employee behavior and interactions are shaped by this cultural alignment. The study
however, did not clearly establish the influence of organizational culture on information security culture,
which the current study seeks to do.

In the UK, Tolah (2021) developed a framework for understanding and establishing an effective information
security culture. In the framework, a security culture is made up of different elements that fall into three
groups: influential factors, organizational behavior factors that shape a security culture and reflection factors
that make up a security culture (Tolah, 2021). The first group includes top management, security policy,
security education and training, security risk analysis and assessment, and ethical behavior. The second
group includes personality traits and job satisfaction, while the third group includes security awareness,
security ownership, and security compliance. This framework however only identified and categorised the
factors but did not clearly show their influence on the organizational information security culture.

In Ethiopia, Abebe and Lessa (2020) explored the human factors influence on information security culture at
commercial banks. Their study demonstrated that employees' conduct regarding technology usage,
perception, and information system security can be positively influenced through information security
training. They opined that providing information security training can enhance employees' behavior
regarding the information systems security. This type of training can specifically address human factor issues
within banks by enhancing users' theoretical and practical knowledge (Abebe & Lessa, 2020). Because
information systems rely on human interaction, it is crucial to involve users in the information systems
security process.

Locally, Njoroge (2020) also studied the human factors affecting favourable information security culture in
small and medium-sized enterprises in Kenya. The study established that top management support and
involvement together with reward and deterrence measures are positive and significant predictors of
favorable information security culture. The study also found that information security policy, information
security change management, information security training and awareness programs, security monitoring and
audit also have positive effect on favorable information security culture.

1.2. Statement of the Problem

It is important for one to note that the importance of information security and information security culture is
clear from the word go. This is especially so for public organizations, which hold a vast amount of sensitive
information that, must be protected from unauthorized access, use, disclosure, and destruction. However,
despite the implementation of various information security controls, public organizations continue to face
significant information security threats (Nasir et al., 2019). Despite the increasing recognition of the
importance of information security culture, there has been a lack of adequate research in this area in Kenya.
Studies by Carver (2020) which is limited to organizational culture, Tolah (2021) which only identified and
categorized the factors but did not clearly show their influence on the organizational information security
culture and Abebe and Lessa (2020) which focused on commercial banks; are limited in scope and provided
fragmented findings on the different factors influencing information security culture. This study aims to
focus on information security control, organization structure and organizational culture and how they
influence information security culture specifically in five selected state-owned organizations dealing with
economic crime in Kenya. Riebe, Kaufhold, and Reuter (2022) and Solomon and Brown (2021) looked at
these factors and established that effective information security controls are essential to minimize the risk of
information security incidents, and that a clear and well-defined organizational structure that delineates the
roles and responsibilities of individuals and departments responsible for implementing and maintaining
information security controls. However, these factors were studied individually and the studies were located
in developed jurisdictions with different contextual characteristics from Kenya.

While studies such as Mahfuth, et al., (2017) exploration of the factors affecting information security
culture, Mohd, et al., (2012) examination of factors influencing information security culture among ICT
librarians, and Bojmaeh (2015) investigation into the main factors impacting information security in
developed countries have been conducted, they have primarily focused on general factors affecting
information security culture. Additionally, these studies were conducted outside of Kenya and may not
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reflect the local context. Therefore, the present study aimed to determine the factors influencing information
security culture in five selected state-owned organization dealing with economic crime in Kenya.

1.3. Purpose of the Study
To assess the influence of information security control on information security culture in five selected state-
owned organizations dealing with economic crime in Kenya

2. Literature Review

2.1. Theoretical literature Review

The study exploring the information security control variable and its influence on information security
culture in organizations dealing with economic crime in Kenya utilized the CIA Triad model. The CIA Triad
is a foundational model in information security, revolving around the principles of confidentiality, integrity,
and availability (CIA) (Jan Eloff, 2020). Confidentiality focuses on protecting data from unauthorized
access, employing mechanisms such as authentication, encryption, and user authentication methods like two-
factor authentication (2FA) (Hanifah & Nuradli, 2020).

Integrity ensures the consistency, accuracy, and trustworthiness of data throughout its lifecycle. Techniques
such as file permissions, version control, checksums, and digital signatures are utilized to prevent
unauthorized changes to data (Da Veiga & Eloff, 2019). Availability ensures that information is consistently
accessible to authorized parties, addressing issues like power outages, system failures, and denial of service
attacks (DoS). Measures for ensuring availability include maintaining hardware and technical infrastructure,
monitoring bandwidth usage, regular software patching, and implementing disaster recovery plans (Njoroge,
2020).

The CIA Triad serves as a foundational framework for developing security policies, guiding security
strategies, and implementing controls in organizations. It helps identify problem areas and solutions in
information security, providing a comprehensive approach to managing security risks effectively (D’Arcy &
Greene, 2019).

2.2. Conceptual Framework

A conceptual framework is a theoretical structure that outlines the key concepts, ideas, and assumptions that
underlie a particular research study. It serves as a roadmap for researchers, helping them to identify the key
variables, concepts, and relationships that need to be explored in order to answer their research questions.
This study’s conceptual framework identifies the key variables as illustrated in figure 2.1

Dependent variable
Independent Variables

/Inform?t'on S_ecur'ty control \ /Information security culture \
o Confidentiality o Attitudes
o Integrity o Behaviours
o Availability > ¢ Cognition
e Communication
e Compliance
\ / e Norms
K o Responsibilities /

Figure 2. 1: Conceptual Framework

3. Methodology
The study adopted a quantitative approach with a survey containing closed-ended questions.

John Onyango Abingo, IJSRM Volume 12 Issue 12 December 2024 EM-2024-8144



The target population was 5,729 comprising of organization dealing with Economic crime in Kenya. A
sample was selected from a population of 5,729 using stratified random sampling to ensure adequate
representation of each stratum within the population.

3.1 Table 1
Institution Target Population Sample size
Ethics & Anti-Corruption Commission 750 47
DCI 280 18
Asset Recovery Agency 120 8
Kenya Revenue Authority 4,461 281
Financial Reporting Centre 118 7
Total 5729 361

The primary method of data collection in this study involved using a structured questionnaire. The
questionnaires were distributed through a drop and pick-up method, wherein the researcher personally
delivered them to the respondents at their workplace. If respondents were unable to complete the
questionnaire immediately, the researcher leaved the questionnaires with them and returned later to collect
them. The study produced quantitative data that was coded and entered into Statistical Packages for Social
Scientists (SPSS Version 26) for analysis, using both descriptive and inferential statistics. The descriptive
statistics involved calculating absolute and relative frequencies (percentages), measures of central tendency,
and dispersion (mean and standard deviation, respectively). The quantitative data was presented using tables
and graphs, with accompanying explanations in prose. Qualitative data analysis focused on the content of the
responses, identifying recurring themes or patterns and organizing them into meaningful categories and
presentation done in prose.
The study utilized Karl Pearson’s correlation coefficient and multiple regressions to establish the connection
between the independent and dependent variables. A correlation analysis was conducted to determine the
degree of interdependence between the variables. A positive coefficient indicated that as the value of the
independent variable increases, the mean of the dependent variable also increased. A negative coefficient
suggested that as the independent variable increases, the dependent variable decreases. Furthermore, a
multiple regression analysis was performed using the regression equation which will be as follows:
Y=Bo+p1X1+¢
The variables for the study are defined as follows:
The dependent variable, Y, is the information security culture.
X1 represents the independent variable, information security controls.
For normality test in this research, Shapiro Wilk test was utilized by the researcher. The data was considered
normally distributed if the significant value (p-value) > 0.05, on the contrary the null hypothesis was rejected
if the value is < 0.05, which implied that there is normal distribution of data.
Analysis of variance (ANOVA) was utilized in testing for Linearity in the determination of the correlation
between dependent and independent variables. A deviation form linearity > 0.05 was a depiction that the
relationship between the dependent and independent variables are linearly interrelated whereas if it was <
0.05 it indicated that the relationship is not linear.

4. Study Findings and Discussion
The study sought to assess the influence of information security control on information security culture in
five selected state-owned organizations dealing with economic crime in Kenya,

4.1 Descriptive Statistics

The study found that information security control has a positive and significant effect on information
security culture in five-selected state-owned organization dealing with economic crime in Kenya. From the
results, the respondents agreed that confidentiality is ingrained in the organizational culture as a fundamental
aspect of information security. In addition, the respondents agreed that the organization emphasizes data
accuracy and reliability as critical elements of its information security policies. Further, the respondents
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agreed that the organization implements measures to protect against denial-of-service (DoS) attacks or other
threats that compromise availability. From the results, the respondents agreed that employees consistently
verify and validate data to ensure its accuracy and integrity. In addition, the respondents agreed that the
organization proactively monitor systems and resources to prevent potential availability issues. Further, the
respondents agreed that there are robust encryption and security measures in place to protect confidential
data

4.2 Correlation Analysis

This research adopted Pearson correlation analysis to determine how the dependent variable (information
security culture) relates with the independent variables (information security control).

Table 4. 1: Correlation Coefficients

Information Security Information Security
Culture Control
Information Security Pearson 1
Culture Correlation
Sig. (2-tailed)
N 280
Information Security Pearson .843 1
Control Correlation
Sig. (2-tailed) .000
N 280 280

**_ Correlation is significant at the 0.01 level (2-tailed).

From the results, there was a very strong relationship between information security control and information
security culture in five selected state-owned organization dealing with economic crime in Kenya (r = 0. 843,
p value =0.000). The relationship was significant since the p value 0.00 was less than 0.05 (significant level).
The findings are in line with the findings of Hanifah and Nuradli (2020) who indicated that there is a very
strong relationship between information security control and information security culture.

4.3 Regression Analysis.

Multivariate regression analysis was used to assess the relationship between independent variables
(information security control) and the dependent variable (information security culture).

Table 4. 3: Model Summary

Model R R Square Adjusted R Square Std. Error of the Estimate

1 877° .769 767 10412

The model summary was used to explain the variation in the dependent variable that could be explained by
the independent variables. The r-squared for the relationship between the independent variables and the
dependent variable was 0.769. This implied that 76.9% of the variation in the dependent variable
(information security culture in five-selected state-owned organization dealing with economic crime in
Kenya) could be explained by independent variables (information security control, organization structure and
organizational culture).

4.4 Analysis of Variance

Model Sum of Squares df Mean Square F Sig.

1 | Regression 102.028 3 34.3 700 .002°

John Onyango Abingo, IJSRM Volume 12 Issue 12 December 2024 EM-2024-8146




Residual 13.653 276 .049

Total 115.681 279

a. Dependent Variable: information security culture in five selected state-owned organization dealing with
economic crime in Kenya

b. Predictors: (Constant), information security control.

The ANOVA was used to determine whether the model was a good fit for the data. F calculated was 700
while the F critical was 2.637. The p value was 0.002. Since the F-calculated was greater than the F-critical
and the p value 0.002 was less than 0.05, the model was considered as a good fit for the data. Therefore, the
model can be used to predict the influence of information security control on information security culture in
five-selected state-owned organization dealing with economic crime in Kenya.

Table 4. 5: Regression Coefficients

Unstandardized Standardized t Sig.
Coefficients Coefficients
B Std. Error Beta
(Constant) 0.202 0.051 3.960 0.002
information security control 0.364 0.092 0.365 3.957 0.003

a. Dependent Variable: information security culture in five-selected state-owned organization dealing with
economic crime in Kenya

According to the results, information security control has a significant effect on information security culture
in five selected state-owned organization dealing with economic crime in Kenya $;=0.364, p value= 0.003).
The relationship was considered significant since the p value 0.003 was less than the significant level of
0.05. The findings are in line with the findings of Hanifah and Nuradli (2020) who indicated that there is a
very strong relationship between information security control and information security culture.

5. Conclusions and Recommendations

5.1 Conclusion

The study found that information security control has a positive and significant effect on information
security culture in five-selected state-owned organization dealing with economic crime in Kenya. From the
results, the respondents agreed that confidentiality is ingrained in the organizational culture as a fundamental
aspect of information security. In addition, the respondents agreed that the organization emphasizes data
accuracy and reliability as critical elements of its information security policies. Further, the respondents
agreed that the organization implements measures to protect against denial-of-service (DoS) attacks or other
threats that compromise availability. From the results, the respondents agreed that employees consistently
verify and validate data to ensure its accuracy and integrity. In addition, the respondents agreed that the
organization proactively monitor systems and resources to prevent potential availability issues. Further, the
respondents agreed that there are robust encryption and security measures in place to protect confidential
data.

The study concludes that information security control has a positive and significant effect on information
security culture in five-selected state-owned organization dealing with economic crime in Kenya. Findings
revealed that confidentiality, integrity and availability influence information security culture in five selected
state-owned organization dealing with economic crime in Kenya.

5.2 Recommendations

The study recommends that the management of state-owned organization dealing with economic crime in
Kenya should implement a comprehensive and continuous information security awareness and training
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program. This program should be tailored to educate all employees, from top management to operational
staff, on the importance of information security practices, the risks associated with data breaches, and the
specific security protocols relevant to their roles
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